ITSS Help Desk Revised: May 4, 2023
Release, Block, Permit Emails using Mimecast Digest or Portal

1. You will receive daily ‘digests’ or notices regarding emails that are held for you in Mimecast. Digests are
delivered to your mailbox multiple times a day. Please check your clutter/junk folders if the notices are not in

your Inbox.
Vv Favorites © Inbox * Filter
£ Inbox 414 Exchangeserve
[Postmaster] Messages on hold for diana.prince@sjecc... Mon 5:07 AM
B Sent Items The following messages, addressed to you, are currently on hold within ...

Digest email

The ‘digests’ (aka notices) will be coming from ExchangeServe and will look like this:

[EXT] [Postmaster] Messages on hold for @sjeccd.edu

Exchangeserve <postmaster@sjeccd.edu>
e G 6 © >

Tue 6/23/2020 7:06 AM
To:

The following messages, addressed to you, are currently on hold within the Mimecast service awaiting further action.

For further instructions on how to use the links associated with each email, please review the following points:

Release: This will release the current email On Hold to your Inbox, but future emails from this sender will still be placed On Hold

Block: Rejects the email, and adds the sender's address to your personal Block list to block future emails from this sender

Permit: Delivers the email to your Inbox, and adds the sender's address to your personal Permit list, so future emails are not put On Hold (for SPAM management policies only)

For more information on the Mimecast digest, please refer to this article

From Subject Date Reason Release Block Permit

enterprise@connect.hpe.com Join Antonio Neri today as he kicks off HPE Discover Virtual Experience 2020-06-23 08:01  Spam Policy IReIease Block Permit

Digests (aka notices from Mimecast)

)
2. You have a choice of (release, block, or permi{. You have the option to log in directly to the Mimecast user portal
to do the same, as covered from Step #3 onward.

a. If you click on Block, the message will be removed from the hold queue and will not be delivered to your

Inbox. The sender's email address is added to your personal block list. Future messages from them are
rejected and won't be delivered to your Inbox.
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I -

cC @ © & https://us-api.mimecast.com/m/release/CGV3RQNSpnCIGZPA1600mXnlzrGumsHk10pJ9BWg27g1xk| e

£+ Most Visited @ Getting Started [, Recology Bill Pay Pa...

A message has been blocked
Any future messages from the same sender will automatically be blocked.

Powered by mimecast

Block Message

b. If you click on Permit, the message will be removed from the hold queue and will be delivered to your
Inbox provided it passes other email security policies such as virus and attachment scanning. Future
messages will bypass the spam checks and are delivered to your Inbox, provided they pass virus and

attachment scanning.

cC © & https://us-api.mimecast.com/m/release/y4dgqU_59DDN-rG4Y8LwVQGBOjPIk6R

L+ Most Visited @ Getting Started

Your message has been processed
It will be delivered to your inbox if it passes security checks, and future messages from the sender will
automatically be released.

Powered by MiMecast:

Permit Message

c. Ifyouclick on Release, the message will be removed from the hold queue and will be delivered to your
Inbox, provided it passes virus and attachment scanning. Future messages from the sender are still
subject to spam check, virus scanning and attachment scanning.
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_ Mimecast: Digese Messige Mahage ot _

c @ © & https://us-api.mimecast.com/m/release/QBswZOtD10baPoW_BFU3I6E3pRs8GGpM6BHmL

} Most Visited @ Getting Started

Your message has been processed
It will be delivered to your inbox if it passes security checks.

Powered by MimMecast:

Release Message

(Step #3 onward covers the option to log in to the Mimecast User Portal to release, block, permit emails
(as well as to manually add blocked and permitted senders for yourself.)

3. Tologinto Mimecast’s User Portal:

a. Open your browser and enter in this url: https://sso.sjeccd.edu
b. Click on the MimeCast — Email Security tile

X i N
o Y |l
CollegeBuys Concur CROA - New - Intranet only Frevvo - SAML_Test Frevvo_SAML Prod
4 F 4 P
POINT
EVC % Linkedm mimecast gg_K:K
Loy 0":",'; Articien oy o':‘::'cwd“ i Linkedin Learning Mimecast - Em‘ahmt(\ .miﬁzﬁﬁ
PRECISIONMREDR(G) @ @i
CAMPUS * L R
Precision Campus Repro - Printshop Self Service o R“:::. Contey WebUI (intranet only)

¥
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4. Inthe Log In page, type in your email address (format: firstname.lastname@domain.edu) and press Enter key on
your keyboard or click on the Next button.

1 Mimecast Login

< > @ login.mimecast.com/u/login/?gta=apps#/login

Log In

{ Email Address

©2020 Mimecast v1.2.12-1-20200604_1755

Privacy

Mimecast Login screen

Click on the Mimecast Personal Portal

Mimecast
Personal Portal
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5. Upon successful login, it will redirect back to Mimecast. Your name will be visible in the top right corner.

&, Personal Portal

[¢]

@ login.mimecast.com/m/portal/app/#/mail/inbox

Diana (:)\

fin]

Mailboxes

< Inbox Selection v .

+ 5

O Exchangeserve 03:14 PM

[Postmaster] on hold for diana. edu v.
03:14 PM ;

O Exchangeserve
[Postmaster] on hold for diana.pri edu

No Messaae Selected

Mimecast User Inbox

6. To view emails that are On Hold and Permitted Senders or Blocked senders lists, click on the ellipse ‘...

7. Toview what is On Hold, click on Personal On Hold.

a. Torelease, reject, permit, or report an email, click on an email
b. Then click on the options in this area to select action desired

&, Personal Portal

Diana ()

flu}

: Q  Filter messages 0 G~ Qv
@ | = Personal On Hold Selection v DU - oicc: o |
z Jorated On Hold Virtual LanCirana ceari
O Rich 10:39 AM
Virtual Lunch and Learn Rich@partners.com>
07/29/2020 at 10:39 AM
To: Diana <diana@sjeccd.edu> Details v
Display Images & For your securily, images are not being displayed. Consider this before displaying them

Message Hold Applied - Spam Signature policy
[ALERT FROM ITSS: This message was sent from outside SJECCD’s email. Do NOT respond to requests for personal information or

passwords. Think twice before clicking on a link or opening an attachment.]

[#2FP20_07_WR_-00_7.30.20_BMC_Discovery_Dependency_Mapping

Good morning Diana,

BMC Helix Discovery is a cloud-native discovery and dependency mapping
solution for visibility into hardware, software, and service dependencies across
multi-cloud environments.

Dynamically model your asset dependencies—No matter what solutions you use,
you need a single trusted source of information to proactively manage your
environment.

Mimecast User Inbox, Personal on Hold section
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c. Upon choosing an option and action, a confirmation message will appear referencing the particular
action selected. If you are sure, proceed. Otherwise, click on the Cancel button.

Are you sure you want to release this message?

The message "Virtual Lunch and Learn" will be released from hold and delivered

to your Inbox.
Release Cancel

Example of confirmation message upon action to release, block, permit, etc.

8. Tolog out, click on the person icon on the top right corner of the page.

Frequently Asked Questions
Q: What happens to the messages if | take no action on messages in the digest?

A: You don't have to take action on messages in the digest, but we encourage you to do so. If no action is taken on the
messages in the digest, you won't be reminded about them and they'll expire from the Hold Queue after 14 days. After
this period, messages can be retrieved from your Mimecast Portal

Q: | received the following notification when | clicked on an action link. What does this mean?

Message Action Failed! - Old or Invalid Link
(This item may already have been released)

Powered by mimECaSt'

A: The action links in the digest are only valid for 14 days. The above notification is displayed if you attempt to release,
block, or permit a message after this time period, or if the message has previously been released or blocked.

Q: | received a digest notification recently for a message but didn't take action. Today | received a further digest
notification for a different message, but it didn't include the held message from a few days ago. Why is this?

A: Each digest notification only displays details of newly held messages. This is deliberate so as not to spam users with
messages. To release old messages that haven’t expired, search for the previous digest messages and release from
there. You can also release previously held messages from the Mimecast Portal.
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